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22" December 2023
Dear Parent/Carer
Christmas Safety

The Christmas period is upon us and we just wanted to offer some support and advice to you about how to support
your children online.

Christmas is a time when lots of young people may spend longer on devices or receive devices that are able to access
online platforms including social media such as tablets, smartphones, games consoles and laptops.

Devices that are new are often not secure or pre-set within the settings sufficiently for children and teenagers. This
can unfortunately put them at risk. There are programmes and applications they can access such as YouTube, Netflix
and Amazon/Prime along with other individual and less well known web platforms, where they can watch video
content, programmes or access images that are often not age appropriate and not suitable for them to view.

Equally games consoles are often played by young people where games are a classified certificate above their age.
Please ensure you check the settings of devices and monitor what children are watching and who they are talking to
through online platforms. The most valuable strategy is to talk often and ultimately have oversight and an interest in
what children are engaging with.

www.thinkuknow.co.uk is a brilliant website that can help and support you as a family stay safe online. There are
also many 'think you know videos' you can watch on YouTube that will show you how to manage settings and secure
your child’s online world, so any risk is reduced and, where possible eliminated. We have also attached several
documents that can support you to monitor the online behaviour of children and young people and we hope you find
these useful. If you believe you have an issue over the festive period with online safety, please call 101 and speak to
Police for advice. Have a wonderful Christmas with your family and friends.

As a school we continue to cover online safety as part of our curriculum and as always our online safety web page
provides video and written guidance: https://www.queenelizabeths.derbyshire.sch.uk/parents/online-safety/

Our safeguarding booklet is also available through the website where links related to online safety can be found as
well as sign posting to other services should you or people you know need help and support over the Christmas
break: https://www.queenelizabeths.derbyshire.sch.uk/wp-content/uploads/sites/5/2023/07/Safeguarding-Booklet-
JULY-2023-Final.pdf

Finally Derbyshire local authority also provide advice and guidance on how to stay safe and well over the winter and
festive periods and this can be found at the link here: https://www.derbyshire.gov.uk/social-health/health-and-
wellbeing/your-health/staying-well-in-winter/staying-well-in-winter.aspx

Best wishes for the festive season.
Yours faithfully

Frox il pn

Mr Amps
Deputy Head Teacher - Designated Safeguarding Lead
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There are real advantages in maintaining an open dialogue with your child about their
internet use. Not sure where to begin? These conversation starter suggestions can help.
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What can | do right now?

[0 Maintain an open dalogue with your child and encourage them to talk to you about their intemet use: for example who they're
talking to, senvices they're using, and any issues they may be experisncing

Creste & family agreemeant to establish your children's boundaries, and your expectations, when on the intemst.

Give your chid strat eJies todeal with amy onine comtent that they are not comfortable with — such as tuming off the screen,
telling an adult treey trust amd usng oniing reporting eciltes

Conaider usng ftenng software (o DoCK unwantsd contant. In aodton to Mtenng, rememoer that ascussion with your chld, and
MohEment I ther Imtemet uss, ane Doin efiective ways 10 educate them about the memet.

Encou rage your cnikaren to "thine batore you post. Online actions can impact not only yoursalt but the Ives of others Content
posted prvately oniing can De punDhcly snared Oy others, and may remain onine orever.

Understand the lew. Some cnline behawiour mey Dreak the law, jor example when oownicacing or shanng content with othars
Be able to recommend legal senices.

Familiarisa yourssl with the prrvacy settings and reporting features evalabie on popular sfes and Senioes.

It your child 5 being bulied onling, sawve all svalabie enosence and know winere 1o report the incident, 1or exampe to the school,
serice providen, or the police it the law has Desn broken.

Familiariss yourssd with the age ratings for games and apps winich can help 1o ndicate the level and sutabilty of the content.
Also see if online reviews are availabde from other parents as these n ay be halpiul.

Setupa famity emal address that wyour childnen can use when sgrng up to new games and weosites onine.

Enciou rage your children to use nicknames (where possible) instead of their full neme onine, to protact their personal informaticn,
and create sirong passwonds for every account
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St up a PIM or password on desicas to help protect personal information
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on up to cur Childnet newsletter &t waww.childnet.com

Help make sure that your children know how to stay safe online, by using owr SMART Fules for primary aged children, or & Tips for Teens.
5 SMART Rules for primary aged children: 5 Tips for leens:
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Further advice and resources: International




INFORMATION & ONLINE RESOURCES () hidnet

Childnet; Childnet Infernaticnal is a non-profit organisation working in partnership with athears around thea
- Y Childnet world to help make the intamet a great and safe place for chidren. The Childnet website hosts all the
L Internationgl  online rasourcas detadsd below, as wall as a numbar of recommended resourcas for young people,
parents, carars and teachers. www.childnet.com

Childnat resources: On our wabsite you can access resourcas on a range of toplcs, including our
= previously brandad Know [T All for Parants interactive gusde, Tha Parents and Carars anca also contains
& kay advice, information an raporting ard detailed information on a range of e-safaty topics in the
Haot toplca saction. wwaw.childnet.com/parants-and-canars

UK 5 : I ar UK Safer Internet Centre: Chidnat is part of the European Commission appointed UK Safar [mtemiet

2 Ceritre. Together with pariners the intemet Watch Foundation 2nd the South West Grid for Leaming.

| Internet e raise awareness about intemet safety, develop information materials and resources and organise high
Ceﬂ'h"e profile events such as Safer Intarmat Day. You can acoess a ranga of resourcas from acnoss tha LK,

wwsadeisiormtogst Eyrope and widar afield at www,saferintermet.ong.uk/parents,

Digizen: A website providing information and achvice 1o encourage responsble digital citizenship.

M
dig'zen It shares ardvice and guidanca on preventing and respanding to cyberbullying, including the film
O Lat's Fight it Together' and specific nformaton on social netwaorking. www.diglmen.ong

KidSMART: This Childnat wabsita s for children, teachers, parants and carers and

i
offars fun activities for childran alongside practical internet safaty advice. Don't fongat &] ¢
1o check out our Early Surfars’ Zone for 3-7 year olds where you can read the onling ‘3

stonas Tha Adverturas of Smarte the Penguin’ and "Digiducis Big Declelon'. vhich
is also avalabla as a frea app for iPads and Android tablets, wew ldsmart.org.uk

2. INFORMATION AND TOOLS FOR PARENTS & CARERS

Supporting Young People Online: A free guida created by Chidnet providing Information and advice
for parants and caners on supporting young people onling. The advica i also avadabla in 12 additonal
languapas including Arabic, Hindi, Polish, Spanish, Urdu and Walsh,

wiww.childmet. comyresourcessupporting-young-people-onling

A Parents' Guide to Technology: The UK Safar Intarmet Centre has creatad thes gusde to answear
commoenly asked quastions and infroduce some of the most popular devices used by children, highlighting
the safety tools available and empowering parents with tha knowledge thay nead to support ther children
1o use thase technologies saledy and responsibly, weww. saferintemest.ong uky/parant-tach

Internet Parental Controls: The four big internet providers - BT, Sky, Talk Talk and Virgn Media -
provide thelr customeans with free parental controls thal can be activated at any tima. Video tutorals on
how 1o download and usa thase controle are avadabla on the UK Saler Infernet Centre websile,

wivw saflerintemet.org.ulvparental-controls

Safety Tools on Social Networks and Other Online Services:

Inforrmation and advice on the safety tools, age requiraments and terms and conditions for a vanaty of
onling services popular with young paopla.

www saferintemet.ong.ubsafely-toolks

3. SOCIAL NETWORKING

Young People & Social Networking Sites: Ams to help parants understand the positive and creathe
Was young people ane using social networking spaces (e.g. Facebook, Twitter and Instagram). it atso
poirts aut the potential risks of wsing thase sites and ways to minimisa thesa rsks.
www.childnet.com/ans

Facebook Checklist: & freo guide produced by the UK Safer Intermet Cantre that contains detaled
nstructions and information on privacy and account sattings on Facebaok.
www.childnet.com/facebook-check

4. MOBILE PHONES

PhoneBrain: A site craated by PhonepayPlus to educate yvoung paopks and parents about phone-paid
sandices such as calls and taxts 1o pramium rate numbers and In-app purchasas,

www. phonebrain.org.uk




5. ONLINE GAMING

Online Gaming: Childnet's guide contains helpful advica and information on supporting children and
young poopla playving games onling,

www.childnet.comv/online-gaming

Ask About Games: Information and advice for parents and gamers about the PEGI aga raling system for
video games and how to play gamas responsibly.

wiww.askahoutgarmes.com

6. FILE SHARING & DOWNLOADING

Music, Film, TV and the Internet: Childnet has developed thes gusde with the music, filn and televsion
indusinas to inform parents, teachars and young paople about how to stay safe and kagal when anoying
antartanment on the intameat or via a mobile devica, www.childnat.com/'downioading

The Content Map: & UK basad websile created by ndustry rapresantaties 1o help teachars, parants
and athar consumars know which sites ara lagal for sireaming and downloading films, v, abooks, music,
games and sports broadeasts, www.thecontentmap.com

7. OTHER USEFUL SITES FOR PARENTS & CARERS

¥
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common)sense Common Sense Media: & US non-profit organisation that provdes mdependent reviews, age ratings and
o other information about all typas of madia for families and chidran, www.commonesensemedia.org

. Digital Parenting: The Digital Parenting website and magazines, created by Vodatore and The Parent

Iglh Zone, offer parents nformation and advica about the latest digital technologies and tha challenges young
Parenting people might face in their digital world. www.vodafons.com/content/parents

" Intermet Matters: Launchad by the four major UK intame! serice provders (BT, Sky, TakTalk arnd Virgn

internet Mexdia), Internet Matters & an indapandent, not-for-prafit srganisation that provides information and

matters.org achace on onliing issues and technologies to help parents kaep thelr children sata onlina,

www. intematmattars.cng
&. WHERE TO GET HELP & ADVICE

[ 7 | Need help? Information about what 1o do if a child comes 1o you for help and advice about how 1o repor
é online concerms such as cyberbulying, inappropriate content or lagal bahaniour,
wyww.childnet. comy/panants-halp

HSPCC: If you have concerns about the safiety of a child then contact tha NSPCG v e g —
NSPCC @  hebine on 0808 800 5000 o email help@nepco.org.uk ijhlld Line’
Srvly o s mest g L pioe,. SNICIFEN 2N 1l to someone for advice and support at any time by contacting f-'d-”fm”ﬁ-ﬁ@

ChildLine o 0800 1111 er chatting to a counselior online at www.childline.ong.uk St

- fﬂl‘ﬂil Family Lives: A national family support charity providing balp and suppot in all aspects of famiy lifa.
";%% . F Usaful advice and infarmation is availabls online at www. farmiyives.org.uk and they provide a free
lives confidantial helpling on DB0S BOD 2222

9. WHERE TO REPORT

Child Exploitation and Online Protection (CEOP): 4 palice apancy tackling child abusa on the internet,
This weabsits ncludas a unigua facility that enables parents and young poopka 1o maka reports of actual o
CEOP attempted abuse onling. www.oeop.polios,ul

CECP's Think U Know website contans information for children and parents, as well as a ink

for children to raport abusa online, waw, thinkukmow.co.uk @

Internet Watch Foundation: Part of the UK Safer Internet Cantra, the IAWF & the UK's hoting for
reporting illegal content fownd on tha nternat. it daals specifically with child abiess and criminally obsoans
images hostad in tha LK and intarmationaily.

www. wf.ong.uk

ParentPort: A wabsite run by the UK's madia regulators, allowing you to report content unsuitabls for
childran found in a programime, advart, film, Wideo game, newspapsan/magazine or other forms of madia.

WWW.parantport.ong.uk




